











terrorism or a nuclear, biological, chemical or radiological attack. (§ 858).

Collectively, these provisions that expand the authority of the federal government to use "commercial" contracting
procedures remove many of the barriers to entry that prevent non-traditional government contractors from
entering the market place. This, coupled with the limitations on liability discussed in the next session, will likely
stimulate the federal government contracting sector as the new Department takes shape.
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Limitations on Liability

Among the most significant aspects of the Act is the "Support Anti-terrorism by Fostering Effective Technologies
Act of 2002" - the SAFETY Act. Under the SAFETY Act, the Secretary may designate "qualified anti-terrorism
technologies" that would be covered under the litigation and risk management provisions of the Act. (§ 862(b)).

In short, the SAFETY Act has a dual purpose: providing comprehensive homeland security to ALL segments of
the marketplace - federal/state and local governments as well as commercial - and dramatically reducing the tort
liability of manufacturers and suppliers should their products or services allegedly fail to interdict a terrorist act in
these marketplaces. However, only those manufacturers and suppliers whose products/services are reviewed and
approved by the Department will reap the benefits of such tort protections.

The SAFETY Act defines anti-terrorism technologies as

[Alny product, equipment, service (including support services), device, or technology (including information
technology) designed, developed, modified, or procured for the specific purpose of preventing, detecting,
identifying, or deterring acts of terrorism or limiting the harm such acts might otherwise cause, that is
designated as such by the Secretary. (Emphasis added). (§ 865(1)).

In order for a product or service to be covered under the SAFETY Act, the Secretary must find that such anti-
terrorism technologies meet the following criteria:

e Prior and extensive United States government use or demonstrated substantial utility and effectiveness;

Extraordinarily large or unquantifiable potential third party liability risk exposure to the provider of such anti-
terrorism technology;

e Substantial likelihood that such anti-terrorism technology will not be deployed unless extended the
protections of the Act;

e Large risk exposures to the public if such anti-terrorism technology is not deployed; and

e An evaluation of all scientific studies that can be feasibly conducted in order to assess the capability of the
technology to substantially reduce risks of harm (§ 862(b)).

Should the Secretary approve anti-terrorism technologies, such products or services will be placed on an
Approved Products List and the seller will be issued a certificate of conformance. (§ 863(d)(3)). If the technology
is covered under the Act, the liability of a seller to any third party may not exceed the maximum amount of
insurance coverage carried by the seller. (§ 864(c)). Claims arising out of the deployment of qualified anti-
terrorism technologies would be governed by litigation management provisions that provide for:

e Consolidation of claims in federal court;

e Arequirement that any noneconomic damages be awarded only in proportion to a party's percentage of fault;



A ban on punitive damages;

Offsets of awards based on the receipt of collateral source benefits providing compensation for the same
injuries;

e Reasonable limits on attorneys fees; and

A rebuttable presumption that the government contractor defense applies to extinguish tort lawsuits against a
seller of qualified anti-terrorism technologies. (§ 863).

The Act also provides for limited liability of the United States for administration of a smallpox "countermeasure"
when administered as a result of a declaration by the Secretary that a potential bioterrorist incident or other actual
or potential public health emergency warrants mass innoculation. (§ 304(c)(2)(B)).

The SAFETY Act will help stimulate the research, development and sale of important anti-terror products and
services to all market segments. By providing the manufacturers and suppliers protection from tort liability, the Act
will also encourage the insurance industry to provide coverage to contractors at reasonable prices and terms.
Coupled with the expansion of commercial contracting authority, the SAFETY Act, by removing yet another barrier
to entry, stands to stimulate the Federal sector by bringing new entrants to that market.
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Critical Security Information Protected From Public Disclosure

The Homeland Security Act also contains provisions that provide certain protection for companies that submit
certain security information to the government. The "Critical Infrastructure Information Act of 2002" in Subtitle B of
the Act applies to information that is not customarily in the public domain that is related to the security of critical
infrastructure systems. The Critical Infrastructure Information Act protects certain information that is voluntarily
submitted to a federal agency for security purposes from the public disclosure requirements under the Freedom of
Information Act ("FOIA") as well as from disclosure under any State or local law requiring disclosure of information
or records. (§ 214).

Information that falls under this section may not be used or disclosed by the United States except in limited
circumstances, such as in furtherance of an investigation or prosecution of a criminal act, or to Congress or the
Comptroller General in order to carry out performance of their duties. The Secretary of the Department of
Homeland Security is tasked with developing uniform procedures that will address the receipt, care and storage of
this protected information.
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Conclusion

While an extraordinary amount has been accomplished by the passage of the Homeland Security Act, a great
deal of work remains ahead for the new Department and its Secretary. Regardless of whether the new
Department takes months or years to complete its formation, opportunities exist immediately for contractors that
provide homeland security goods and services. Success will depend not only upon the government, but also,
industry's ability to fully appreciate and take advantage of the new and existing authorities provided to
procurement officials charged with acquiring the tools necessary to protect the homeland. Our Homeland Security
Practice Group stands ready to assist you in these efforts.

Notes

1. This provision creating one or more "university-based centers" is one of three controversial provisions that



Senate and House leaders agreed to revisit during the next session of Congress as part of a last minute
compromise with Senators Olympia Snowe (R-ME), Susan Collins (R-ME) and Lincoln Chafee (R-RI). Thus,
whether this authority is removed remains to be seen.

2. Like the provision noted above related to university-based centers, this provision (in particular, the waiver
authority) was also the subject of the agreement between House and Senate leaders and Senators Snowe,
Collins, and Chafee. Thus, it is expected that this provision will be substantially altered, or removed in its entirety,
during the next session of Congress.
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Contact Information

If you have any questions or would like more information about the above topic, contact David Kasanow at 202-
496-7194, the McKenna Long & Aldridge attorney with whom you regularly work or any member of the Homeland
Security Practice Group:

Practice Group

Leaders:

Fred Levy 202.496.7631 or flevy@mckennalong.com
Ray Biagini 202.496.7687 or rbiagini@mckennalong.com
Jeff Haidet 404.527.4012 or jhaidet@mckennalong.com

Practice Group

Members:

Bob Bartlett John Clerici
Joe Dennin Herb Fenster
Gordon Giffin Sandy Hoe
David Kasanow Bob Matthews
Frank Rapoport Carol Saul

Eric Tanenblatt

About Us

McKenna Long & Aldridge is a full-service law firm of nearly 400 lawyers and public policy advisors with offices in
Atlanta, Brussels, Denver, Los Angeles, Philadelphia, San Diego, San Francisco, and Washington, DC. Formed
June 1, 2002, through the merger of Long Aldridge & Norman LLP and McKenna & Cuneo L.L.P., the firm
provides business solutions in the areas of corporate law, government contracts, intellectual property and
technology, complex litigation, public policy and regulatory affairs, real estate, environmental, energy and
finance.

For more information, please visit www.mckennalong.com.

Notices

This Homeland Security Bulletin is for informational purposes only and does not constitute specific legal advice or
opinions. Such advice and opinions are provided by the firm only upon engagement with respect to specific
factual situations.

If you would like others to receive future mailings of the Homeland Security Bulletin, please email their contact
information to us at information@mckennalong.com and reference the Homeland Security Bulletin.

If you would like to be removed from receiving this mailing, please email your request to
information@mckennalong.com and reference the Homeland Security Bulletin.
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